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Setting Up RRAS

After setting up Active Directory, our

client computers do not have access to

the Internet. We need to add the Routing

and Remote Access Server role to our \
machine, so the client computers can

access the Wide Area Network beyond

our server.

We want two Network Interface Cards on
our server, one that connects to the
outside world and one that connects to
the client machines. Many times we name
the cards, exterior and interior.



Setup Security Policies

To add a new role such as Routing and Remote Access Services on the Windows 2012 ==
Standard Server, we select the Server Manager button from the Task Bar and select =
Manage from the Dashboard. From the list we choose Add Roles and Features.
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Before You Begin

Before we add a role to
the Windows 2012
Standard Server, we will
want to have a smart
password on our
administrator account,
to configure our network
connections with a static
IP address and we want
to have the most current
Service Packs and
Windows Updates
loaded. If this is done,
then we can go ahead
and press the Next
command button.

e

Before you begin

Before You Begin

Installation Type

Server Selection

Add Roles and Features Wizard M

DESTINATION SERVER
charm2 charm local

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website,

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default
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Installation Type

Then we opt for the
installation type which is
either Role based or
Remote Desktop Services
Installation. For a stand
alone server, we will
choose the Role based
option.

Press the Next button to
continue.

Add Roles and Features Wizard

Select installation type

Before You Begin

Installation Type

Server Selection

==

DESTIMATION SERVER
charm2_charm local

Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk [VHD).

(@) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based

or session-based desktop deployment.
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Select Destination Server

NOW we WI” Select a = Add Roles and Features Wizard - I='-
server from the server

. . ) DESTIMATIOM SERVER
] Select destination server charm charmiocal
pool. This can be a
. . Before You Begin Select a server or a virtual hard disk on which to install roles and features.
physical or virtual server. o
Installation Type (@) Select a server from the server pool

We (o) pt to C h oose a Server Selection () Select a virtual hard disk

Server Roles Server Pool
server from the server I
o N Filter:
pOOI a n d We h Ig h I Ight Name IP Address Operating System

our server name from
the list.

charm?2.charm.local 192.168.10.231... Microsoft Windows Server 2012 Standard

Press the Next button to T Compaterts) fourd

This page shows servers that are running Windows Server 2012, and that have been added by using the
a dva n Ce . Add Servers command in Server Manager, Offline servers and newly-added servers from which data
caollection is still incomplete are not shown.
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Select Server Role

The Add Roles and Features
Wizard window shows the
multitude of functions a 2012
server can provide. We
annotate the Routing and
Remote Access Services
checkbox and press the Next
button.

A smaller dialogue box will
appear and we then press the
Add Features button on that
pop up window.

[ Add Roles and Features Wizard

Roles

[] Active Directory Rights Management Services

[] Application Server
[] DHCP Server

v DNS5 Server (Installed
[] Fax Server

v File And Storage Services (Installed
[ Hyper-v

[] Metwork Policy and Access Services

[] Print and Dacument Services

[WRemote Access

Add Roles and Features Wizard

Add features that are required for Remote Access?

Select one or more roles to install on the selected server.

[= L=

DESTIMATION SERVER
charmZ.charm.local

Description

~ Remote Access provides Seamless
Connectivity, Always On and Always
Managed experience based on
DirectAccess. RAS provides
traditional VPN services including
site-to-site ((branch-office or cloud)
connectivity. Routing provides
traditional routing capabilities
including NAT, and other
connectivity options.

[vices
You cannot install Remote Access unless the following role services ervices -
or features are also installed.
RAS Connection Manager Administration Kit (CMAK) - .
< Previous | | MNext = Insta

4 Remote Server Administration Tools

4 Role Administration Tools
4 Remote Access Management Toocls
[Tools] Remote Access GUI and Command-Line Too
[Toecls] Remote Access module for Windows Power?
4 Web Server (I15)
4 Management Tools

< m »

Include management tools (if applicable)
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Confirm Installation Selections

The Routing and Remote
Access Services role is
now checked on the roles
list and we push the Next
button to continue.

Select server roles

Add Roles and Features Wizard

Select one or more roles to install on the selected server.

Roles

[[] Active Directory Rights Management Services
[] Application Server

[] DHCP Server

| DMNS Server (Installed

[] Fax Server

¥| File And Storage Services (Installed

] Hyper-v

1 Metwork Policy and Access Services

[1 Print and Document Services

[] Remote Desktop Services

[] Volume Activation Services

Web Server (II5)

[] Windows Deployment Services
[ Windows Server Update Services

[~ [= |

DESTINATIOM SERVER
charm2.charm loca

Description

Remote Access provides Seamless
Connectivity, Always On and Always
Managed experience based on
DirectAccess. RAS provides
traditional VPN services including
site-to-site ((branch-office or cloud)
connectivity. Routing provides
traditional routing capabilities
including NAT, and other
connectivity options,
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Features Window

Next, the Features window
comes up and we will not
add any features at this
time.

Press the Next button to go
on.

= Add Roles and Features Wizard

Select features

Before You Begin Select one or more features to install on the selected server.

pe Features

N MET Framework 3.5 Features| -

Installation T

S

O Background Intelligent Transfer Service (BITS)
[[] BitLocker Drive Encryption

[ BitLocker Network Unlock

[] BranchCache

] Client for NFS

[[] Data Center Bridging

[[] Enhanced Storage

[] Failover Clustering

Confirmation

v| Group Policy Management (Installed
1 Ink and Handwriting Services
[] Internet Printing Client

[] IP Address Management (IPAM) Server

Lo T W

< m >

[= T |

DESTIMATIOMN SERVER
charm2.charm. local

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes

< Previous | | Next >
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Remote Access

Read the choices for the
three  remote  access
options, but for now we
will opt for VPN only.

Remote Access

Before You Begin

Installation Type

5]

Add Roles and Features Wizard \;‘i-

DESTIMATIONM SERVER
charm2.charm.local

Remaote Access combines DirectAccess and RRAS VPN into a single management console.

Deplay DirectAccess to allow managed domain-joined computers to connect to the internet corporate
netwaork as DirectAccess clients, Cannectivity is seamless and transparent, and is available any time
client computers are located on the Internet. Directccess administrators can remotely manage clients,
ensuring that mobile computers are kept up-te-date with security updates and corporate compliance
requirements,

Deploy VPN to allow client computers running operating systems net supported by DirectAccess, or
configured in a workgroup, to remetely access corporate networks over a VPN connection.

Configure RRAS routing features using the Routing and Remote Access conscle.

< Previous | | Next > Insta




Select Role Services

We check Routing and
Remote Access Services as
shown in the window. The
first checkbox is for
external access and the
second (importantly)
allows for a path from the
client to the Internet.

=] Add Roles and Features Wizard

Select role services

Afmrn W 1 B Select the role services to install for Remote Access
Before You Beg
Installation Type Role services
Server Selection

DirectAccess and VPN (RAS)

FfRouting

Server Roles
Remote Access
Role Services
Web Servar Role (IIS)
Raole Services

Confirmation

Description

Routing provides support for NAT
Routers, LAN Routers running RIP,
and multicast capable routers (IGMP

Proxy).

< Previous | | Next =
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DESTIMATION SERVER
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Some Web Server

roles need
support RRAS.

loaded

Web Server Role

(11S)
to

Web Server RGle (HS) DESTINATION SERVER

Confirmation

Add Roles and Features Wizard I;li-

charm2.charm. local

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (lI5) 8.0 with enhanced security,

diagnostic and administration, a unified Web platform that integrates 115 8.0, ASP.MET, and Windows
Communication Foundation.

Things to note:
* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, especially when there are multiple roles on this computer.

* The default installation for the Web Server (I15) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), monitor and log server activity, and configure static content compression.

More information about Web Server IIS

< Previous | | Next » | Insta Cancel




Select Role Services

We will keep the basic
web role services and we
will press the Next button
to continue.

= Add Roles and Features Wizard

Select role services

Select the role services to install for Web Server (115)

Role services

4 =
4 Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content
[] HTTP Redirection
[[] WebDAV Publishing
4 Health and Diagnostics
HTTP Logging
[] Custom Logging

Role Services

Confirmation

[ Logging Tools
[] ODBC Logging
[] Request Monitor

— = W

£ m >

BE |

DESTINATION SERVER
charm2_charm local

Description

Web Server provides support for
HTML Web sites and optional
support for ASP.NET, ASP, and Web
server extensions. You can use the
Web Server to host an internal or
external Web site or to provide an
environment for developers to

create Web-based applications.

< Previous | | Mext =
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Confirm Installation Selections

We confirm our selection |& Add Roles and Features Wizard (- [ [

and we double click on
the Install button.

DESTINATIOM SERVER

Confirm installation selections v

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [T Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

RAS Connection Manager Administration Kit (CMAK) -

Remaote Access
DirectAccess and WPN (RAS)

Routing

- __ . : Remote Server Administration Tools
'-_ClI'IT1|"|'“'3'(|‘3n Role Administration Tools

Remate Access Management Tools

L

Remote Access GUl and Command-Line Tools

Remate Access module for Windows PowerShell

Web Server (IIS)

Export configuration settings
Specify an alternate source path

< Previous Next » Install | | Cancel




It may take

minutes to
RRAS software.

load

several

the

Install RRAS

= Add Roles and Features Wizard ==
- _ _ DESTIMATIOMN SERVER
Installation progress e
View installation progress

o Starting installation

RAS Connection Manager Administration Kit (CMAK])
Remote Access

DirectAccess and VPN (RAS)

Routing

Remote Server Administration Tools
Role Administration Tools
Remote Access Management Tools

Remote Access GUI and Command-Line Toals

Remote Access module for Windows PowerShell
Web Server (lIS)
Mananemant Tanle
You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

|

f

i
-
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View Server Manager

Routing  and Remote
Access Services is installed
but is not running. Click on
the yellow warning icon at
the top of the Server
Manager Dashboard and
click on the “Open the
Getting Started Wizard”
hyperlink.

=1 Server Manager

«“ Dashboard

- {E‘} | FA Manage Tools View

| Post-deployment Configura... |

Configuration required for DirectAccess and VPN
(RAS) at CHARMZ Eoryer

Open the Getting Started Wizard

0 Feature installation

Configuration required. Installation succeeded on
charm2.charm.local.

#§ File and Storage Service
o s

Jj-l Remote Access

Add Roles and Features

Task Details e

ROLES AND SERVER GROUPS
Roles5 | Server groups: 1

Servars tota

i§l ADDs 1 o= DNS 1

() Manageability (¥) Manageability
Events Events
Services Services
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Configure Remote Access

We will select Deploy VPN =

only option. We will
deploy direct access at a
later lesson.

Configure Remote Access
Configure Remote Access

i | Getting Started Wizard

Welcome to Remote Access
IUse the options on this page to configure DirectAccess and VPN,

Deploy both DirectAccess and VPN (recommended)

Configure Directfccess and VPN on the server, and enable DirectAccess client computers, Allow
remaote client computers not supported for DirectAccess to connect over VPN,

Deploy DirectAccess only

Cenfigure Directfccess on the server, and enable DirectAccess client computers.

Deploy VPN anly

Configure YPM using the Reuting and Remote Access conscle, Remete client computers can
connect over VPN, and multiple sites can be connected using VPN site-to-site connections, VPN
can be used by clients not supported for Directfccess.




Routing and Remote Access

We open Routing and
Remote Access window.
Highlight the server name.
Then on the popup menu,
we select Configure and
Enable Routing and
Remote Access.

2
File Action View Help
¢ =@ 3

B Routing and Remote Access
% Server Status
b CHARMZ:

BE |

Routing and Remote Access

Routing and Remote Access

| Configure and Enable Routing and Remote Access

ote Access ~

Disable Routing and Remote Access

All Tasks

Delete
Refresh

Properties
Help

cure remote access to

» |ure the following:

ite networks.

ay.

+ A basic hirewall.

To add a Routing and Remote Access server, on the Action menu,
click Add Server.

For more information about setting up Routing and Remote Access
zerver, deployment scenarios, and troubleshooting, see Help.

Configures Routing and Remote Access for the selected server




Routing and Remote Access Server
Setup Wizard

The Routing and Remote Access
Server Setup Wizard will appear
and we press the Next button to
continue.

Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote Access
Server Setup Wizard

This wizard helps you set up your server so that you can
connect to other networks and allow connections from
remote clients.

To continue, click Mext.

= Back




Configuration

This window gives us five unique
roles for the RRAS setup. The
first is a dial-up or VPN
connection to the server. The
next is Network Address
Translation which opens the
Internet to internal clients. The
next is VPN and NAT, which is our
choose. The fourth option is
making a connection to a branch
office and the last is custom
configuration. After selecting our
option, we choose the Next
button to carry on.

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, or you can
customize this server.

(" Remote access {dial-up or VPN)

Allow remote clients to connect to this server through either a dialup connection or a
secure virtual private netwars (VPN) Intemet connection.

(" Metwork address translation (MAT)
Allow intemal clients to connect to the Intemet using one public IP address.

{* Vitual private networs (VPN) access and NAT

Allow remote clierts to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public |P address.

(" Secure connection between two private networks
Connect this netwonk to a remate networ, such as a branch office.

(" Custom configuration
Select any combination of the features available in Routing and Remote Access.

For more infomation




VPN Connection

We show what Local Area
Connection connects to the
Internet and to the internal
network. We highlight the
external card (WAN) that
attaches to the Internet.

Routing and Remote Access Server Setup Wizard

VPN Connection
To enable VPN clients to connect to this server, at least one netwark inteface
must be connected to the Intemet.

Select the net

work imteface that connects this server to the Intemet.

Metwork interfaces:

MName Description IP Address
LAN Realtele RTLE139/810... 1521681001
WAN Broadcom Metlink (TM)... 15216810231
For more information about networ intefaces.
For more information about packet fitering.
<Back | Ned> | | Cancel




|IP Address Assignment

Our internal NIC is on the
192.168.100 network, so the

. . IP Address Assignment
address aSS|gn ment ra nge WI” be “You can select the method for assigning |P addresses to remote clients.
in this LAN automatically.

Routing and Remote Access Server Setup Wizard

How do you want |P addresses to be assigned to remote clients?

if you use a DHCP serverto assign addresses, confimm that i is configured propery.
ff you do not use a DHCF server, this server will generate the addresses.

(" From a specified range of addresses

For more information




Managing Multiple Remote Access
Servers

We do not want to work with a
Radius server, which are found in Managing Multiple Remote Access S

1 C cti st be authenticated locally or forwarded to @ Remot
large networks. We decide on Atheniinton Dok ner Semits (SADILS) cemer o sthentoton
the No option and choose the

Although Routing and Remote Access can authenticate connection requests, lange

NeXt button to gO fO rwa rd . networks that include multiple remote access servers often use a RADIUS serverfor
central authentication.

Routing and Remote Access Server Setup Wizard

if you are using a RADIUS server an your netwark, you can set up this server to forward
authentication requests to the RADIUS server.

Do you want to set up this server to work with a BADIUS server?

* Mo, use Routing and Remote Access to authenticate connection requestsi

" Yes, set up this server to work with a RADIUS server

For more information




Completing RRAS Setup

The RRAS setup wizard is now
complete. We can press the
Finish button or go back to
correct a setting.

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remote
Access Server Setup Wizard.

Summary:

WP M clients connect to the following public interface:
VAN

mj >

RAS and VPN clients are assigned the following
network for addressing: LAN.

£

Client connections are accepted and autherticated

Before clients can connect, user accounts must be added
locally or through Active Directory. For more information about
user accounts, see Houting and Remaote Access Help.

To close this wizard, click Finish.

<Back | Fmsh | | Cancel




VPN Warning

In our VPN lesson, we will open
ports to allow remote access.
Therefore we can ignore these
warnings for now.

Routing and Remote Access

Remote Access Service is unable to enable Routing and Remote Access
l ', forthe probable reason like: unable to open ports for Routing and
Remote Access in Windows Firewall service. In this case RAS may not

accept vpn connections.

User Action: Manually open the port of Routing and Remote Access in

the windows firewall.

Routing and Remote Access -

To support the relaying of DHCP messages from remote access clients, you must configure the properties
of the DHCP Relay Agent with the |P address of your DHCP server. Click Help for more information.

Help




Our Machine is a RRAS Server

Routing and Remote Access M

e

Our server is now
providing Internet access | fie Action View Help
to the client computers on =

the 192.168.100 network. & Server Status

4 (@) CHARMZ (local) Welcome to Routing and Remote Access ~
We Can Set up a VPN nOW E Metwork Interfaces . i
st ) Routing and Remote Access provides secure remote access to
|f we W|Sh B} Remote Access Clients (I private networlks.
’ 2 Ports Use Routing and remate access to configure the following:
g Remote Access Logging s A secure connection between two private networks.
b % :EV‘; * A Virtual Private Metworle (WPN) gateway.
A Wi
—_— * A Dial-up remote access server.
B General

* Metwork address translation (MAT).
* | AN routing.

s A basic firewall.

B Static Routes

To add a Routing and Remote Access server, on the Action menu,
click &dd Server.

For more information about setting up Routing and Remote Access
server, deployment scenarios, and troubleshooting, see Help.

Done




